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1. OVERVIEW

In the battle of technology, network devices play an important
role to keep the Internet wheel of the corporate world turning
when challenges are at the door every single day in the form of
cyber-crime or security threats to their Information Technology.
Information security professionals play a smart role to protect the
corporate technology world, however, cyber criminals are even
smarter. That is why you hear news of hackers compromising
large enterprises including vendors who provide information
security services & products. A group of individual computers, or
any device that can have an Internet Address (IP), is considered a
network device regardless of the work this device performs, this is
the general concept. This normally includes the following devices
or systems but is not limited to: (1) Servers, (2) Routers, (3)
Switches, (4) Firewalls,

(5) Mobile Devices, (6)Printing Devices, (7) Wireless Devices,
(8) Personal Computers (PC), (9) Intrusion Detection Systems,
(10) Intrusion Prevention Systems, (11) Network Attached
Storage Devices.

II. WELL KNOWN WENDORS IN NETWORKING

A. Core Principles

This labor is covering network and security threats in networks
that will build your knowledge about network security issues and
how you can practice different methods of attacking networking
nodes to enhance your skills.

The labor is covering top networking and network security
vendors and top products that a security professional should have
experience with. But this is not easy. It is not like playing with
Linux or Windows Operating Systems. Such network devices use
different operating systems, which are a bit difficult to get legally,
and network courses are expensive that offer an opportunity to
gain hands-on experience. So, with this paper it is covered how
you can setup your virtual home lab

and run such network devices in a virtual environment so that you
gain hands-on experience and not just the bookish knowledge,
plus you can practice as much as you want as you build your own
virtual networking lab.

B. Top Players in Internetworking

Internetworking is a broad industry and you cannot simply put a
tag on anyone in particular that this is a top player in the
networking industry as a Vendor. There is segregation from a
product specific standpoint and the product features at most.

When we talk specifically about the internetworking industry,
there are three to four key products or devices that basically form
the core of the entire Internet world, hence internetworking too.
Features and modules of such devices differentiate the services
these devices can perform for any corporation, however, the core
concepts don’t change regarding those specific devices.

This paper will cover the basics of such devices that present the
core functionalities of these devices and not specific version or
features. These devices include: Routers, Switches, IPS/IDS,
Firewalls.

C. Cisco Systems — The Giant

Cisco is a giant in networking products. In the market front
they look like a hardware company but in actual it’s a software
company that produces internetworking operating systems. Cisco
is considered a market leader in routing & switching as a major
contributor but not as a vendor who provides devices like firewalls
and IDS/IPS. However, Cisco also has a good chunk of the
firewall / ID / IPS market as well.

In short, Cisco is everywhere in the networking business, ranging
from small business to service provider networks.

D. Juniper Networks

Unlikely Cisco System, Juniper Networks are well known in their
security products rather than routers and switches. There is no
comparison of Juniper with Cisco Systems if you talk about
Routers & Switches.

E. Checkpoint Software Technologies

Checkpoint is considered the industry leader in security products
ranging from firewalls to intrusion prevention
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systems. Well known in threat prevention and security
management.

However, the major chunk of interworking devices are routers and
switches as they form the backbone of the Internet and security
devices are there to protect the data packet flow and security the
Internet. So what is the point? If you want to attack the network
devices, you should be good enough in handling routers and
switches, and get hands-on experience with these devices at a
minimum so that you are comfortable playing with

these devices. However, it’s expensive to buy such devices or

get training all the time. So this paper is intended to cover how to
setup a home lab and get your hands dirty in attacking network
devices.

We mentioned that the Internet is based on routing and
switching performed by routers and switches, and these are
basically hardware devices running a cutting edge operating
system to perform these tasks for you. So, gaining hands-on
experience requires a thorough understanding and experience of
operating systems run by these network devices.

On Cisco routers & switches, and in fact all of their products, the
operating system that is used is Cisco priority and it is called IOS
(originally internetwork operating system). This paper will cover
practice this operating system in your own home virtual lab
(which will be covered in an upcoming module.)

As these devices form the core of Internet, the operating
systems of these devices have faced many threats and many
vulnerabilities exist which were discovered by security
researchers. We have presented a metric below so that you can
have an idea how hackers have been taking control of these
devices by exploiting the discovered vulnerabilities.

1) Vulnerabilities Lookup from Famous Exploit — DB.com
Information collected is available on exploit-db website which
you can see by yourself, we have just presented the quick search
for vulnerabilities on Cisco products.
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2) Information available on Security Focus
On the security focus website you can search a range of security
vulnerabilities so far discovered in Cisco products by selecting the
following options, here only one vulnerability info is presented for
a proof of concept.

Vulnerabilities (Page 1 of 1)

Vendor: Gisco B
Title: 2650 Muttiservica Platiorm B

Version: Select Version [

Search by CVE
CVE:
‘Submit

Cisco [0S DHCP Input Queue Blocking Denial Of Service Vulnerability

http: //www Securityfocus.com/bid/11649

3) Cisco Security Advisories Cisco itself publishes Security
Advisories for significant security issues that directly involve
Cisco products and require an upgrade, fix, or other customer
action but do not provide vulnerability details that could enable
someone to craft an exploit. All security advisories on Cisco.com
are displayed in chronological order, with the most recently
updated advisories as shown below. You can browse and go
through these advisories on below link. Cisco advisory link:
http://tools.cisco.com/security/center/publicationListing.x
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For a security professional, it is important to track the latest
vulnerabilities and, if possible, get hands-on experience. To
achieve this goal, we need to go through the steps of: how to setup
your own virtual lab at home.

III. SECURITY TESTING OF INTERNETWORKING OPERATING
SYSTEM

A. The Home Lab

Here, we will clarify one thing, network devices are
considered any type of device that can have an IP Address or
simply a device that can come and join the network. For keeping
your hacking taste sour and juicy we will try to add as many as
network devices as we can and include different types of operating
systems so that we can play more in our lab.

Now, to run these network devices, like switches or routers,
you have to definitely have virtual machine software that can run
these devices virtually, but on top of this, you need an emulator as
well that can emulate the network operating system. GNS3 is the
top in the list and there is no other software that can emulate
Internetworking Operating Systems the way GNS3 can do it for
you.

Let’s download this software from the below link, of course you
have to go through registration steps and then you can download
from below link: Vendor Link: http://www.gns3.com/

Extensive documentation is available on the vendor site so we will
not dump that here. It is recommended to use that for getting used
to working with this emulator, however, we will take the board
from setting up the lab and basic network configuration plus
which tools you can use and how you can use them for security
testing of your network devices.

B. Recommended lab setup

Your virtual home lab on GNS3 should be running the following
type of network devices as a minimum so that you have enough
systems to play with. However, you need to have good hardware
to achieve this goal. Secondly, the labor will be focused mainly on
Internetworking Operating Systems, however, to add a different
flavor we will quickly look at other operating systems as well:

Cisco Switches
Cisco Routers

Kali Linux
Microsoft Windows

Now, to setup Linux and Microsoft you have to install Virtual Box
and then create separate virtual machines accordingly. Once you
have running VMs for Linux and Microsoft Operating Systems,
you can integrate those into GNS3 too.

For emulating CISCO Internetworking Operating System, you
need the images just like you need OS images for Microsoft and
Linux to setup Virtual Machines in Virtual Box. The labor is built
on Mac OS so we have an installed version of GNS3 for Mac OS
and are also running Virtual Box for Mac.
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Run the GNS3 as save a new project with preferred name. We
have setup a number of Cisco IOS for different devices along with
Windows XP and Kali Linux Hosts to build our virtual
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home lab within GNS3. You should first get VMs up and running
for other operating systems and then you can import those
Machines in GNS3. To learn more about GNS3 please visit
vendor website. If you cannot make it, post on the forum and we
will help you with GNS3 Home Labs setup in detail which can be
utilized for hands-on hacking routers / switches / firewalls /
Intrusion Prevention Systems, as well.

Now, we will add routers and switches first so that we can first
boot in and show you the IOS consoles.

C. Router Setup

Drag any router and drop on the white panel and setup default

memory to 128MB as it is not pre-set as shown below in the
snapshot.
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We will ensure that we have at least one Fast Ethernet card setup
as shown below in the snapshot.
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Now, we will run the router and open the console to interact with
router as shown below.
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The screen showed below is the first boot of the router. Now we

will type now and continue and we will enter into the router
console as shown below.

LK ]

raheelahmad — R1 — telnet — 80x24

Now we will do some initial configuration by setting up a IP
Address to this and then we will integrate Kali Linux as we will
use Kali Linux to attach this network device. We have setup the
router with this initial configuration and the IP Address of the
router is shown in below snapshot.
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— telnet — 80x24

Now, we have to connect this router with a switch and add a Kali
Linux Host so that you can build the home network virtually
within GNS3. To equip this virtual lab for the labor, we will be
running more routers and hosts in the final network diagram as
shown below. The final Lab diagram can look like the below as
shown in the snapshot, however, you are free to add as many
devices as you need, depending on Your hardware performance.
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So what we have in the network is accessible by the normal user
and a Bad guy. Both have access to a switch and four routers
running in the network.

The above image shows four routers in the boot up process and
you should configure them on your own. Now at this stage what is
up and running in the virtual lab is shown below and first you
have to find the IP Address of the routers quickly.

Okay lab is now running Kali Linux and four Cisco routers. This
is also shown below in the network we designed in the GNS3.
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You can notice that four routers, a switch and Kali Linux have
green links, which means they are up and running, however, the
XP Machine is on a red link and this is obvious that it is down.
We will turn it up if required. Now, run the network discovery tool
from Kali Linux and find out the routers IP Addresses as shown
below.

D. Discovering Network

So far three devices discovered how lab is running for routers
and a switch too. Let’s pick one IP Address and see which
network devices are running on this IP Address.



root@kali: ~

File Edit View Search Terminal Help

i~# nmap -

We know now, that we have two open ports running on this
device, however, the type of device is not discovered by nmap
tool. So let’s run another scan and find out who is on this IP
Address.

root@kali: ~

File Edit View Search Terminal Help

vice Info: 0S: IO0S evice:

Cisco router running IOS is discovered by nmap, it is also running
telnet and http services which you can see as well in services
discovered by nmap. You can run the full scan on the network to
discover all Cisco devices and what is running on them as services
so that you can further run different attacks.

Now, let’s start the network attack phase. So far, we have a couple
of routers up and running in the lab. Let’s do some testing with the
following tools.

E. Tools Required

The Tools below are available in Kali Linux:
Nmap
Cisco Torch

Network Discovery

Cisco Global Exploiter
SNMP Enumeration Tool

The best part is, all of these tools are available in Kali Linux, and
in fact you can find more tools that can be used to attack network
devices. We will have walkthroughs using all of these tools in our
next module. Please join us and thank you for completing this
module. Hakin9 hopes to see you in the next module with
walkthroughs on performing different attacks on network devices.

IV. WALKTHROUGHS ON HACKING NETWORK DEVICES

A. Attack Methodology

Attack methodology is basically the designated steps to follow,
these steps in a collective way are called the methodology. This is
presented by many frameworks and industry standards
certifications. Methodological steps are also called phases which
cover different tasks at each phase to be executed and these tasks
have certain objectives that are supposed to be achieved in order
to move to next phase. Presented below are the phases covered in
the Attack Methodology.

Phases of Attack Methodology are:
Passive Information Gathering
Active Information Gathering
Attacking Network Devices

B. Passive Information Gathering

Passive information gathering starts by looking for the live
network nodes within the targeted scope of work and in this labor,
it’s the virtual lab we have built in GNS3. There are different
methods of gathering information in this method of passive
information collection. We will use a selected tool to achieve this
goal. The key in this phase is that the attacker doesn’t directly
interact with the targeted network, and that is why it is called
passive information gathering.

C. Active Information Gathering

The key in this phase is that the attacker will be directly
interacting with the targeted network in order to achieve certain
tasks. This generally includes:

Port Scanning

Banner Grabbing

Detection of Services

Vulnerability Scanning These above tasks are generally

covered by the cutting edge scanning tools, and we will be using a
couple of tools in this phase in order to attack the network and
achieve these goals.



D. Attacking Network Devices

This phase is basically the last and the most sensitive phase of
the attack methodology. This phase basically initiates the target on
the network devices, which can lead to the compromise of the
network devices. This phase also requires different tools for
execution of attacks based on the type of network device on which
you will be executing the network attack.

E. Walkthrough of Network Attack

In the previous module we mentioned the tools that can be

used to perform different types of attacks. Let’s first perform
passive information gathering and find out how many network
devices are running on the virtual lab environment and then how
many of them are Cisco Switches or Routers.

Unfortunately, GNS3 doesn’t emulate switches IOS hence this

lab will not cover Cisco Switches, however, you can buy a small
Cisco switch from eBay for a cheap price e.g. 100 bugs.

Anyhow, let’s run the Kali Linux and run the following tool to

find out about available devices. Updated lab diagram as we have
added more devices in the lab:

Legitimate User

\ KaliBox

N )

Bad Boy PC

Kali Linux is running and we should be able to find six Cisco
devices by means of passive information gathering. You can see
the following Kali Linux as shown below.

1) Tool: netdiscover

root@kali: ~

File Edit View Search Terminal Help

1]
gm

time] [-n node] [-c

[-r range | -1

file | -p]l [-s

d,-'netdiscover-will'secan-for common lan

The above snapshot shown covers the usage of the

“netdiscover” tool, let’s run and see the results. Tool executed
shows that it discovered the following devices running in the
virtual lab.

root@kali: ~

File Edit

Help

: Unique H

This is the passive information gathering. Now let’s move
towards the next step and find how many of these devices are
Cisco Devices.

2) Tool: nmap The “nmap” tool is the most famous network
scanning tool that performs the active information gathering and
covers the port discover, service detection and banner grabbing
tasks of active information gathering. In the labor virtual lab, this
tool will be executed to discover devices and available open ports
on each device that will give us more detailed information to look
for Cisco Devices.

The below snapshot shows port scan that has detected telnet and a
web server running, however, no information about device has
been discovered. Let’s run a more extensive scan and find out
device level information.
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So far it is confirmed that the device running is a Cisco router and
only has two services enabled for remote access. Now,

let’s execute another attack and discover some more

information.

F. SNMP Attack

In this attack, SNMAP Walk will be performed in the lab to
discover more information about the target device. If the attack
succeeds, some useful information can be further discovered.

The above snapshot is the Cisco Global Exploiter, well it is not
really a global exploiter and has many outdated

1) Tool: snmapcheck / snmpwalk vulnerabilities, but it’s good to present the concept of attacking
I0S devices. Let’s check for vulnerability 7 if this is exploitable.



And you can see that the device is exploited and complete
configuration is downloaded.

You can see that telnet password is not set but SNMP
communities’ strings are shown which are public and private,
respectively. This shows that this device has been compromised,
which can lead to complete network compromise, or in further
DOS or DDOS attacks, which is a separate topic.

In this module, tools like Nessus, NeXpose and Metasploit
Framework were not used but still if the router is misconfigured
then you can easily download the running configuration and play
with it further and can compromise the network further.

V. EVADING FIREWALLS AND INTRUSION DETECTION

SYSTEMS

A. Understanding Firewalls and IDS

Let’s now move towards the Firewall and Intrusion Detection
Systems. In order to attack such devices, an attacker should have a
thorough understanding and experience with these devices.

This module flow will take you through the concepts of evading
these devices and how little tools can help you find information
behind firewalls. This module will be based more on concepts
rather than just hitting tools and knowing nothing in background.

What is Firewall? A firewall is hardware or software, or it can be a
combination of both, designed in such a way which will prevent
unauthorized access or activities. This can be bidirectional for
dedicated hosts or networks. The best place to install a firewall in
the network is at the gateway or between two networks or placed
before your network where it is connecting to a public network,
like the Internet.

There are three main and common types of firewall architecture
that can be used based on the requirements. There are known as:

Bastion Host -system designed to protect network
resources from unauthorized access and it basically has two
network interfaces that connect to different networks, like
public and private;

Screened Subnet -(also called DMZ or subnet) basically
has servers that provide different services to public networks,
like the Internet. Its main job is to prevent unauthorized
access to DMZ Network as well as Private network.

Multi-home Firewall -more than three interfaces which
allows further subdivision of the network based on the
security requirements of the corporate network.

The above architecture of firewalls are basically based on how you
designed your network and your security need. There are different
types of firewalls that are placed or used in the above three
architectures as per the corporate network security requirements.
The types basically identify how the firewall is operating in order
to protect your corporate network. So there are two key things you
should remember at this stage. Firstly where you should place the
firewall and secondly what type of firewall is required in your
corporate network.

B. Types of firewall

In the network security industry there are basically four main
types of firewalls, which are mostly deployed in the corporate
networks, as listed below.

Packet Filtering Firewall -works at the network level of the
OSI Model and is commonly found as part of the routers. Such
firewalls compare packets against the set criteria before it
leaves the firewall. Based on the criteria, packets can be
dropped or forwarded to the next hop devices;

Circuit Level Firewall — they work on the session layer of
the OSI Model, and monitor the TCP handshaking to find out
whether sessions are legitimate or not,

however, they don’t filter each individual packet but
keep the local network anonymous;



Application Level Firewall -They are named
“Application Level firewalls” because they work on
the Application layer of the OSI Model. They protect
applications like Web Applications, FTP Servers, telnet or
any other applications;

Stateful Multilayer Inspection Firewalls -These types of
firewalls are a combination of all three types of firewalls and
provide deep packet inspection and protection.

C. How to Evade Firewalls?

This is not an easy topic to understand until you have a strong grip
on TCP/IP and have hands-on experience with any

command line type firewall like “iptables” than you can easily
play with the evasion techniques in order to evade firewalls.
However, there is no set principle by virtue of which you can say
that if you use that technique you going to evade a firewall

easily. No, that doesn’t work any more, it all depends on how

well you understand the targeted network and how good you are in
the firewall technology deployed at the target corporate network.

But, there are still ways to evade the firewalls. Consider that you
have to perform penetration testing for a web application, that is
running behind a firewall and blocks access based on packet
filtering! So what? Yes, the firewall has to open ports 80 or 443
which are used by http/https, respectively, and that’s all you want
to have access to. Now, in such scenarios, it’s really easy to do
and it’s by simply using a small bit of logic. Don’t run extensive
scans by using tools like “nmap”, “Nessus” or by any other means,
because you don’t need to, as

your actual target is web application and not the underlying
operating system, so it’s useless to run scans and alert the
network administrator to block your IP Address.

D. Fire-walking

Firewalking is a trick that hackers have used extensively for long
time and you may still find it working for you at times when you
will face less experience administrators configuring the firewall.
Firewalking is basically a technique that is used to perform
information gathering about systems that are behind a firewall.
Different tools perform this but your Swiss

army knife “the nmap” can also do this for you. However,
there is even a very basic tool that can help you detect the systems
behind the firewalls.

1) Tool: Traceroute

Notice, at hop 12 we stopped getting a response from the
Traceroute tool. That is basically a signal that someone is

stopping us after the hop 11. No worries, let’s be a bit clever

and again run the command with a new switch as shown below
and see the change.

And you can see that we found the host running on hop 12
with the IP address shown. Now you can run “nmap” scans on
the discovered IP Address, however, we will not do it here live
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as it’s “yahoo” server and not our own virtual lab. But we will
present the techniques you can use to scan the targets behind the
firewall.

E. Fragmented Packets Scans

Nmap has the ability to fragment the packets while scanning with
the -foption so it can bypass the packet inspection performed by
the firewalls. The syntax of nmap scan is:

# nmap —f target.ip.address (1)

F. Source port number specification

Administrators most of the time allow all incoming traffic that
comes from a specific port number. nmap can use this
misconfiguration error to help you perform firewalking and ports
that can be easily used are 53, 80, 20 or any other port which you
have to gather information for. Syntax is given below and you can
try this on below server as well.

# nmap --source-port 53 scanme.nmap.org (2)

G. Random Order Scan

In such scan basically you can scan the number of hosts in random
order rather than sequential scan. This scan type basically is
combined with slow timing options in the nmap



command. It is very effective if you don’t want to alert
administrators by generating more logs.

nmap --randomize-hosts 192.168.1.10-15 (3)

To thoroughly understand nmap, it is recommended that you read
the nmap manual mage. You can find direct information of
evading firewalls and IDS with nmap at http://nmap.org/book/man-
bypassfirewalls-ids.html.

Let’s move towards Intrusion Detection Systems and discuss
if they can be evaded too.

H. Intrusion Detection Systems

In their simple definition they are the systems that detect
abnormal behavior in the network that we call intrusions. A simple
“IDS” is sometimes also referred to as “packet-sniffer”, and this
“packet-sniffer” sniffs the packets and later these packets are
analyzed to detect intrusions based on the set rules or principles.

Methods of Detecting Intrusion in the Network are:
Signature Based

Anomaly Based
Protocol Anomaly Detection
Types of Intrusion Detection Systems based on their scope and the
nature of detecting intrusions, are categorized into four categories:
Network Based Intrusion Detection System
Host Based Intrusion Detection System

Log File Monitoring

File Integrity Checks

Is it possible to evade Intrusion Detection Systems? The answer
is: Yes. However, you need to be familiar with the methods of
detection on which these systems work.

Obfuscation -Since signature based Intrusion Detection Systems
work on the available signatures in their repository, if you design
an attack vector which is not available in the repository as a attack
type than you can easily bypass the “IDS”. Another method could
be slightly changing the attack method so you can easily bypass
the “IDS”. Firewalking techniques also work to an extent in order
to bypass “IDS”.

Encryption -SSL VPNs are designed to allow portable, easy to
setup, encrypted sessions between client stations and the corporate
network which can be used in performing attacks as well.

IDS DOS Attack -Another technique which is sometimes useful in
bypassing the IDS is to shutdown the IDS first by denial of service
attack. Once it’s down, no one is there in the network to detect
you but it is extremely rare and difficult to do so. Techniques for
evading intrusion detection systems depend on the skill set of the
attacker.
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